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GeoEdge’s Ad Quality Report examines the prevalence and origins
of malvertising attacks on global devices across programmatic
advertising channels. Here's how AdTech fared in Q3 2024

« Auto-redirects surged to 61% of all malvertising in Q3, doubling from H1

* Video-driven redirects doubled in Q3, with 1in every 460 video ads compromised

« Mobile attacks spiked to 76% in Q3, with 68% driven by auto-redirects

GeoEdge monitored and analyzed billions of advertising impressions across premium websites, apps,
and SSPs to compile the research presented in this report. The data was collected using GeoEdge's
real-time ad security solution, which assesses ad quality and malvertising blocking on live
Impressions across devices and channels.




Top Malvertising Attack Vectors in Q3 2024
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. Fake Software Update

Malvertising Attack Vectors - Q3 Vs H1 Average
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. Brand Impersonation
Forced Browser Notifications
Tech Support Scam
Landing Page File Download

Fake Antivirus & Cleaners
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Rate of Redirects Across All
Video Impressions
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Rate of Video Redirects Among
Total Auto-Redirects

malicious redirects



https://www.geoedge.com/decoding-scamclubs-malicious-vast-attack/

Redirect vs Clickbait Scams

. Redirect
. Clickbait Scams

Redirect vs Clickbait Scams:

Over the past 12 months, the expansion of redirects
has steadily escalated. Even as the overall volume

of malicious ads slightly decreased in August and
September, forced redirects continued to be the
primary tactic for scammers, now accounting for 63%
of all scams.
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Device Targeting

Malvertising attacks shifted to mobile in Q3, with 76%
now targeting mobile devices-68% involving redirects,
and 32% clickbait scams. Desktop attacks saw

an increase in redirects, which now account for 51%

of incidents, up from the usual 80-90% clickbait focus.
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https://www.geoedge.com/contact-us/

Ad Content Filtering Trends

For the first time, App Store-related ads have climbed

to third place across all regions, hitting a record high.

In APAC, 33% of content blocking is tied to App Store/Play
Store categories. It's clear that publishers are increasingly
recognizing the value of filtering mobile app ads,
particularly within certain categories.

In the U.S. and Canada, political and election ads, along with
weapon-related content, remain key categories. Gambling
remains the top blocked category, accounting for 54% of all
content blocking by EU publishers. However, there's a notable
rise in blocked mobile app categories, with health-related ads,
app store games, and social networking ads steadily claiming
more space in the blocking charts.
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